Van Hise, Matthew

From: Van Hise, Matthew

Sent: Tuesday, February 11, 2020 4:55 PM

To: ‘reports@ilga.gov’

Cc: Van Hise, Matthew

Subject: Report to the General Assembly - lllinois Attorney General's Office

Illinois General Assembly:

Pursuant to the requirements within the lllinois Personal Information Protection Act (“PIPA”), 815 ILCS 530/1 et seq., the
Illinois Attorney General’s Office is providing data breach notification of an incident involving the unauthorized
transmission of 1 medical record pertaining to an active Worker’s Compensation Bureau file.

This individual record was included with documents sent to two known recipients pertaining to an active Military &
Veterans Rights Bureau (“MVRB”) matter relating to the lllinois Attorney General’s authority under the lllinois Service
Member Employment & Reemployment Rights Act, 330 ILCS 61 et seq.

On or about Friday, January 31, 2020, the lllinois Attorney General’s Office, Military & Veterans Rights Bureau, in
carrying out its enforcement authority under the Illinois Service Member Employment & Reemployment Rights Act, 330
ILCS 61 et seq. regarding an active MVRB file, transmitted a set of documents to two known recipients in connection
with the file. Within the set of MVRB documents, through an inadvertent mix-up in paper sorting by an Attorney
General staff member, 1 medical record pertaining to an individual, who has an active workers compensation claim
against the state currently defended by the Attorney General’s Worker’s Compensation Bureau, was included by
mistake.

On February 11, 2020, after receiving written confirmation of this record’s contents, the Attorney General’s Office
determined that the record contained personal information as defined within PIPA, thus requiring statutorily required
breach notification and reporting to the appropriate individuals, governing legislative body, and the lllinois Attorney
General’s Office.

After consultation with representatives within the MVRB and appropriate supervisory personnel, it was determined that
the assignment of dedicated MVRB and Worker’s Compensation Bureau printers would be appropriate and necessary to
reduce the likelihood of any future similar situations.

The MVRB has also been in contact with the known unintended recipients of this record, both of which have agreed to
not disseminate the contents of the record, as well as the return of the original copy to the Attorney General’s Office.

Thank you for your attention this update.

Best Regards,

Matthew W. Van Hise, CIPP/US
Assistant Attorney General
Chief, Privacy Unit

Consumer Fraud Bureau

Illinois Attorney General's Office
500 South Second Street
Springfield, IL. 62706



217.782.4436 (voice)
217.782.1097 (facsimile)

mvanhise@atg.state.il.us

E-MAIL CONFIDENTIALITY NOTICE: This electronic mail message, including any attachments, is for the intended
recipient(s) only. This e-mail and any attachments might contain information that is confidential, legally privileged or otherwise
protected or exempt from disclosure under applicable law. If you are not a named recipient, or if you are named but believe that
you received this e-mail in error, please notify the sender immediately by telephone or return e-mail and promptly delete this e-
mail and any attachments and copies thereof from your system. If you are not the intended recipient, please be aware that any
copying, distribution, dissemination, disclosure or other use of this e-mail and any attachments is unauthorized and

prohibited. Your receipt of this message is not intended to waive any applicable privilege or claim of confidentiality, and any
prohibited or unauthorized disclosure is not binding on the sender or the Office of the Illinois Attorney General. Thank you for
your cooperation.



Van Hise, Matthew

From: noreply@ilga.gov

Sent: Tuesday, February 11, 2020 4:56 PM

To: Van Hise, Matthew

Subject: Report to the General Assembly - lllinois Attorney General's Office

Email was received at  02/11/2020 04:55:58 PM
No Report(s) were attached to the email.



Van Hise, Matthew

From: Gwillim, Reed D. <ReedG@ilga.gov>
Sent: Thursday, February 13, 2020 8:59 AM
To: Van Hise, Matthew

Hello, | received your report that you had sent. In order for us to be able to publish this we will need it to be sent in a
PDF attachment to reports@ilga.gov

Thank you,
Reed



