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MANAGEMENT ASSERTION LETTER

E.C. Ortiz & Co., LLP
333 South Des Plaines Street, Suite 2-N June 21, 2019
Chicago, Illinois 60661

Ladies and Gentlemen:

We are responsible for the identification of, and compliance with, all aspects of laws, regulations,
contracts, or grant agreements that could have a material effect on the operations of the lllinois
Department of Innovation and Technology. We are responsible for and we have established and
maintained an effective system of internal controls over compliance requirements. We have
performed an evaluation of the lllinois Department of Innovation and Technology’s compliance with
the following assertions during the two-year period ended June 30, 2018. Based on this evaluation,
we assert that during the years ended June 30, 2018 and June 30, 2017, the lllinois Department of
Innovation and Technology has materially complied with the assertions below.

A. The lllinois Department of Innovation and Technology has obligated, expended, received,
and used public funds of the State in accordance with the purpose for which such funds have
been appropriated or otherwise authorized by law.

B. The lllinois Department of Innovation and Technology has obligated, expended, received,
and used public funds of the State in accordance with any limitations, restrictions,
conditions, or mandatory directions imposed by law upon such obligation, expenditure,
receipt, or use.

C. The lllinois Department of Innovation and Technology has complied, in all material respects,
with applicable laws and regulations, including the State uniform accounting system, in its
financial and fiscal operations.

D. State revenues and receipts collected by the lllinois Department of Innovation and
Technology are in accordance with applicable laws and regulations and the accounting and
recordkeeping of such revenues and receipts is fair, accurate, and in accordance with law.



Yours truly,

[llinois Department of Innovation and Technology

SIGNED ORIGINAL OGN FILE

Ron Guerrier
CIO and Acting Secretary

SIGNED ORIGINALCN FILE

Brian Turner
Acting Chief Fiscal Officer

SIGNED ORIGINALCN FILE

Margaret L. van Dijk
General Counsel
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COMPLIANCE REPORT

SUMMARY

The compliance testing performed during this examination was conducted in accordance with
Government Auditing Standards and the Illinois State Auditing Act.

ACCOUNTANT’S REPORT

The Independent Accountant’s Report on State Compliance, on Internal Control Over
Compliance and on Supplementary Information for State Compliance Purposes contains an
adverse opinion on compliance and identifies material weaknesses over internal control over
compliance.

SUMMARY OF FINDINGS

Number of Current Report
Findings 30
Repeated findings N/A*
Prior recommendations implemented or

not repeated N/A*

*This is the first State Compliance Examination of the Department of Innovation and Technology

SCHEDULE OF FINDINGS

Item No. Page Description Finding Type

FINDINGS (STATE COMPLIANCE)

2018-001 12 Failure to Comply with Executive Order 2016-01 Material Weakness and
Material Noncompliance

2018-002 14  Failure to Maintain Controls over Property Material Weakness and
Material Noncompliance

2018-003 20  Failure to Comply with Office of the Comptroller Material Weakness and
Request Material Noncompliance



STATE OF ILLINOIS

DEPARTMENT OF INNOVATION AND TECHNOLOGY

Item No. Page
2018-004 22
2018-005 24
2018-006 26
2018-007 28
2018-008 30
2018-009 32
2018-010 34
2018-011 36
2018-012 40
2018-013 43
2018-014 45
2018-015 47

COMPLIANCE EXAMINATION
For the Two Years Ended June 30, 2018

SCHEDULE OF FINDINGS (Continued)

Description

Held VVouchers

Lack of Review of Billing Rates

Violation of the State Finance Act

Inadequate Controls over Approval of Accounts

Receivable Credit Memorandums

Inadequate Controls over Collection Efforts

Inadequate Controls over Voucher Processing

Failure to Adopt Formal Departmental Rules

Failure to Comply with the Fiscal Control and

Internal Auditing Act

Inadequate Controls over Project Management of the

Enterprise Resource Planning System

Failure to Timely Approve or Submit Overtime

Requests

Failure to Control and Monitor Software Licensing

Emergency Purchases Weaknesses

Finding Type

Material Weakness and
Material Noncompliance

Material Weakness and
Material Noncompliance

Material Weakness and
Material Noncompliance

Material Weakness and
Material Noncompliance

Material Weakness and
Material Noncompliance

Material Weakness and
Material Noncompliance

Material Weakness and
Material Noncompliance

Material Weakness and
Material Noncompliance

Material Weakness and
Material Noncompliance

Material Weakness and
Material Noncompliance

Material Weakness and
Material Noncompliance

Material Weakness and
Material Noncompliance



STATE OF ILLINOIS

DEPARTMENT OF INNOVATION AND TECHNOLOGY

Item No. Page
2018-016 49
2018-017 o1
2018-018 54
2018-019 56
2018-020 57
2018-021 61
2018-022 63
2018-023 65
2018-024 67
2018-025 69
2018-026 70
2018-027 72

COMPLIANCE EXAMINATION
For the Two Years Ended June 30, 2018

SCHEDULE OF FINDINGS (Continued)

Description

Inadequate Security and Control over Midrange
Environment

Lack of Adequate Controls over the Review of
Internal Controls over External Service Providers

Inadequate Controls over Monthly Reconciliations
Inadequate Records for Refund

Inadequate Controls over State Vehicles

Employee Performance Evaluations Not Conducted

Timely

Failure to Submit and Accurately File Required
Reports

Inadequate Disaster Contingency Planning
Inadequate Control over Employee Exit Procedures
Employee Time Reports Not Timely Completed
Contract Obligation Documents Not Accurately

Completed

Failure to Disable Wireless Communication Devices

Finding Type

Material Weakness and
Material Noncompliance

Significant Deficiency and
Noncompliance

Significant Deficiency and
Noncompliance

Significant Deficiency and
Noncompliance

Significant Deficiency and
Noncompliance

Significant Deficiency and
Noncompliance

Significant Deficiency and
Noncompliance

Significant Deficiency and
Noncompliance

Significant Deficiency and
Noncompliance

Significant Deficiency and
Noncompliance

Significant Deficiency and
Noncompliance

Significant Deficiency and
Noncompliance
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COMPLIANCE EXAMINATION
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SCHEDULE OF FINDINGS (Continued)

Item No. Page Description Finding Type
2018-028 74 Lack of a Comprehensive and Accurate Description  Significant Deficiency and
of IT Internal Controls Noncompliance
2018-029 76  Weaknesses in the IT Internal Control Environment  Significant Deficiency and

Noncompliance

2018-030 78  Lack of Agreements to Ensure Compliance with IT  Significant Deficiency and
Security Requirements Noncompliance

EXIT CONFERENCE

The findings and recommendations appearing in this report were discussed with Department personnel
at an exit conference on June 14, 2019. Attending were:

Representing the Illinois Department of Innovation and Technology
Jennifer Ricker, Chief of Staff

Jenifer Johnson, Chief Administrative Officer

Brian Turner, Acting Chief Fiscal Officer

Douglas Tinch, Chief Internal Auditor

Judy Zhu, Internal Auditor

Deborah Shotts, Internal Auditor (via teleconference)

Representing the Office of the Auditor General
Kathy Lovejoy, Senior Audit Manager

Representing E.C. Ortiz & Co., LLP
Marites Sy, Partner (via teleconference)
Elda Arriola, Partner

The responses to the recommendations were provided by Douglas Tinch, Chief Internal Auditor, in a
correspondence dated June 21, 20109.



E.C. ORTIZ & CO., LLP

CERTIFIED PUBLIC ACCOUNTANTS

INDEPENDENT ACCOUNTANT’S REPORT ON STATE COMPLIANCE,
ON INTERNAL CONTROL OVER COMPLIANCE, AND ON
SUPPLEMENTARY INFORMATION FOR STATE COMPLIANCE PURPOSES

Honorable Frank J. Mautino
Auditor General
State of Illinois

Compliance

As Special Assistant Auditors for the Auditor General, we have examined the State of Illinois,
Department of Innovation and Technology’s compliance with the requirements listed below
(specified requirements), as more fully described in the Audit Guide for Financial Audits and
Compliance Attestation Engagements of Illinois State Agencies (Audit Guide) as adopted by the
Auditor General, during the two years ended June 30, 2018. The management of the State of
Illinois, Department of Innovation and Technology is responsible for compliance with these
requirements. Our responsibility is to express an opinion on the State of Illinois, Department of
Innovation and Technology’s compliance based on our examination.

A. The State of Illinois, Department of Innovation and Technology has obligated,
expended, received, and used public funds of the State in accordance with the purpose
for which such funds have been appropriated or otherwise authorized by law.

B. The State of Illinois, Department of Innovation and Technology has obligated,
expended, received, and used public funds of the State in accordance with any
limitations, restrictions, conditions or mandatory directions imposed by law upon such
obligation, expenditure, receipt or use.

C. The State of Illinois, Department of Innovation and Technology has complied, in all
material respects, with applicable laws and regulations, including the State uniform
accounting system, in its financial and fiscal operations.

D. State revenues and receipts collected by the State of Illinois, Department of Innovation
and Technology are in accordance with applicable laws and regulations and the
accounting and recordkeeping of such revenues and receipts is fair, accurate, and in
accordance with law.

Our examination was conducted in accordance with attestation standards established by the
American Institute of Certified Public Accountants; the standards applicable to attestation
engagements contained in Government Auditing Standards issued by the Comptroller General of
the United States; the Illinois State Auditing Act (Act); and the Audit Guide as adopted by the
Auditor General pursuant to the Act (the Audit Guide). Those standards, the Act, and the Audit

333 SOUTH DES PLAINES STREET, SUITE 2-N CHICAGO, IL 60661Phone: (312) 876-1900 Fax: (312) 876-1911
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Guide require that we plan and perform the examination to obtain reasonable assurance about
whether the State of Illinois, Department of Innovation and Technology complied, in all material
respects, with the specified requirements listed above. An examination involves performing
procedures to obtain evidence about whether the State of Illinois, Department of Innovation and
Technology complied with the specified requirements listed above. The nature, timing and
extent of the procedures selected depend on our judgement, including an assessment of the risks
of material noncompliance, whether due to fraud or error.

We believe that the evidence we obtained is sufficient and appropriate to provide a reasonable
basis for our opinion. Our examination does not provide a legal determination on the State of
Illinois, Department of Innovation and Technology’s compliance with specified requirements.

As described in items 2018-001 through 2018-030 in the accompanying schedule of findings, the
State of Illinois, Department of Innovation and Technology did not comply with the specified
requirements listed in the first paragraph of this report. Items 2018-001 through 2018-016 are each
considered to represent material noncompliance with the specified requirements. Items 2018-017
through 2018-030 individually would have been regarded as significant noncompliance with the
specified requirements; however, when aggregated, we determined these items constitute material
noncompliance. Compliance with such requirements is necessary, in our opinion, for the State of
Illinois, Department of Innovation and Technology to comply with the specified requirements listed
in the first paragraph of this report.

In our opinion, because of the significance and pervasiveness of the noncompliance described in
the preceding paragraph, the State of Illinois, Department of Innovation and Technology did not
comply, in all material respects, with the specified requirements listed in the first paragraph of
this report during the two years ended June 30, 2018.

The State of Illinois, Department of Innovation and Technology’s responses to the findings
identified in our examination are described in the accompanying schedule of findings. The State
of Illinois, Department of Innovation and Technology’s responses were not subjected to the
procedures applied in the compliance examination and, accordingly, we express no opinion on
the responses.

The purpose of this report on compliance is solely to describe the scope of our testing and the
results of that testing in accordance with the requirements of the Audit Guide issued by the
Illinois Office of the Auditor General. Accordingly, this report is not suitable for any other
purpose.

Internal Control

Management of the State of Illinois, Department of Innovation and Technology is responsible for
establishing and maintaining effective internal control over compliance with the specified
requirements listed in the first paragraph of this report. In planning and performing our
examination, we considered the State of Illinois, Department of Innovation and Technology’s
internal control over compliance with the specified requirements listed in the first paragraph of



this report to determine the examination procedures that are appropriate in the circumstances for
the purpose of expressing our opinion on compliance and to test and report on internal control
over compliance in accordance with the Audit Guide, issued by the Illinois Office of the Auditor
General, but not for the purpose of expressing an opinion on the effectiveness of the State of
Illinois, Department of Innovation and Technology’s internal control over compliance.
Accordingly, we do not express an opinion on the effectiveness of the State of Illinois,
Department of Innovation and Technology’s internal control over compliance.

Our consideration of internal control over compliance was for the limited purpose described in
the preceding paragraph and was not designed to identify all deficiencies in internal control over
compliance that might be material weaknesses or significant deficiencies and therefore, material
weaknesses or significant deficiencies may exist that were not identified. However, as discussed
below, we did identify certain deficiencies in internal control over compliance that we consider
to be material weaknesses and significant deficiencies.

A deficiency in internal control over compliance exists when the design or operation of a control
over compliance does not allow management or employees, in the normal course of performing
their assigned functions, to prevent, or detect and correct, noncompliance with the specified
requirements listed in the first paragraph of this report on a timely basis. A material weakness in
internal control over compliance is a deficiency, or combination of deficiencies, in internal
control over compliance, such that there is a reasonable possibility that a material noncompliance
with a requirement listed in the first paragraph of this report will not be prevented, or detected
and corrected, on a timely basis. We consider the deficiencies in internal control over
compliance described in the accompanying schedule of findings as items 2018-001 to 2018-016
to be material weaknesses.

A significant deficiency in internal control over compliance is a deficiency, or a combination of
deficiencies, in internal control over compliance that is less severe than a material weakness in
internal control over compliance, yet important enough to merit attention by those charged with
governance. We consider the deficiencies in internal control over compliance described in the
accompanying schedule of findings as items 2018-017 to 2018-030 to be significant deficiencies.

There were no immaterial findings that have been excluded from this report.

The State of Illinois, Department of Innovation and Technology’s responses to the internal
control findings identified in our examination are described in the accompanying schedule of
findings. The State of Illinois, Department of Innovation and Technology’s responses were not
subjected to the procedures applied in the compliance examination and, accordingly, we express
no opinion on the responses.

The purpose of this report on internal control over compliance is solely to describe the scope of
our testing of internal control over compliance and the results of that testing based on the
requirements of the Audit Guide, issued by the Illinois Office of the Auditor General.
Accordingly, this report is not suitable for any other purpose.
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Supplementary Information for State Compliance Purposes

Our examination was conducted for the purpose of forming an opinion on compliance with the
requirements listed in the first paragraph of this report. The accompanying supplementary
information for the years ended June 30, 2018 and June 30, 2017 in Schedules 1 through 6 and
the Analysis of Operations Section is presented for purposes of additional analysis. Because of
the significance of the matters described in items 2018-001 through 2018-016 in the
accompanying schedule of findings, it is inappropriate to, and we do not, express an opinion on
the supplementary information referred to above.

SIGNED CORIGINALCN FILE

Chicago, Illinois
June 21, 2019
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STATE OF ILLINOIS
DEPARTMENT OF INNOVATION AND TECHNOLOGY
COMPLIANCE EXAMINATION
For the Two Years Ended June 30, 2018

CURRENT FINDINGS-STATE COMPLIANCE

2018-001.

FINDING (Failure to Comply with Executive Order 2016-01)

The Department of Innovation and Technology (Department) failed to comply with
the provisions of Executive Order 2016-01: Executive Order Consolidating Multiple
Information Technology Functions Into A Single Department of Innovation and
Technology.

The Executive Order, effective March 27, 2016, required the Department and 38
agencies (agencies) to transfer (1) identified employees, (2) personnel records,
books, correspondence, and other property; both real and personal, and (3)
unexpended balances of Fiscal Year 2016 and Fiscal Year 2017 appropriations, to
the Department as of July 1, 2016.

Our testing noted, as of July 1, 2016, the Department and the agencies had not
transferred:
o the identified personnel. The first transfer of personnel occurred on October
1, 2016, with 23 additional agencies transferring personnel during Fiscal
Year 2018. As of June 30, 2018, the remaining 14 agencies had not
transferred personnel or had transferred the personnel to another agency.

e the real and personal property. The first transfer of property from two
agencies occurred during the last quarter of Fiscal Year 2017, with six
agencies transferring property during Fiscal Year 2018. The remaining 30
agencies had not transferred property as of June 30, 2018.

The Department had entered into Intergovernmental Agreements (IGAs) with the
agencies documenting the rights and duties of each party as they relate to the
personnel, assets, contracts, and funding during the transition period. However, we
noted the Department had not entered into IGAs with 11 and 13 agencies for Fiscal
Years 2017 and 2018, respectively. In addition, we noted the Department had
entered into IGAs with five agencies that were not documented in the Executive
Order as a transferring agency.

Department management indicated there was insufficient resources to conduct the

transfer of personnel and property within the timeframe outlined in the Executive
Order.

12



STATE OF ILLINOIS
DEPARTMENT OF INNOVATION AND TECHNOLOGY
COMPLIANCE EXAMINATION
For the Two Years Ended June 30, 2018

CURRENT FINDINGS - STATE COMPLIANCE (Continued)

Failure to timely and fully consolidate IT functions, employees, assets, and funds is
a violation of the Executive Order. In addition, as a result of failing to complete the
transfer of property and personnel, the Department’s Schedule of Changes in State
Property and the Analysis of Operations, Average Number of Employees schedule
are not fairly presented. (Finding Code No. 2018-001)

RECOMMENDATION

We recommend the Department work with the agencies to complete the transfer of
personnel and property as required by the Executive Order.

DEPARTMENT RESPONSE

The Department agrees with the finding that it did not conduct the transfer of
personnel and property within the timeframe outlined in the Executive Order and
agrees it should work with agencies to complete the transfer of personnel and
property as required by the Executive Order and Public Act 20 ILCS 1370. Given
the complexity of issues and number of stakeholders involved, it was not possible to
complete the transfers within the time period required by the Executive Order.

13



STATE OF ILLINOIS

DEPARTMENT OF INNOVATION AND TECHNOLOGY

COMPLIANCE EXAMINATION
For the Two Years Ended June 30, 2018

CURRENT FINDINGS - STATE COMPLIANCE (Continued)

2018-002.

FINDING (Failure to Maintain Controls over Property)

The Department of Innovation and Technology (Department) failed to maintain
controls over its property and related records.

Agency Report of State Property
During our testing of the Agency Report of State Property (Form C-15) filed with
the Office of the State Comptroller, we noted:

e  For the Fiscal Year 2017 C-15 Reports:

The Department of Central Management Services (DCMS) compiled
the C-15 Reports for the Statistical Service Revolving Fund (Fund 304)
and the Communication Revolving Fund (Fund 312) for the
Department. Department management indicated this was due to the
DCMS, Bureau of Communication and Computer Services’ property
not being transferred to the Department until June 29, 2017. See
Finding 2018-001 for additional information.

Fund 312 C-15 Reports were understated by $54,790,222 due to not
recording the cost of the Fiber Optic Network.

Building and building improvements, totaling $1,089,591, were
incorrectly classified as Capital Lease Assets on the C-15 Report for
Fund 312. The Department corrected the asset classification on the
second quarter of Fiscal Year 2018’s C-15 Report.

The Department did not maintain supporting documentation for
deletions reported on the C-15 Reports for Fund 304 and Fund 312,
totaling $946,569 and $82,091, respectively.

e  For the Fiscal Year 2018 C-15 Reports:

Fund 312 C-15 Report for the fourth quarter was understated by
$44,825,981 due to not recording the cost of the Fiber Optic Network.
The Department did not maintain support for deletions, additions, and
transfers reported on the C-15 Reports for Fund 312, totaling $741,267
(net).

On Fund 304’s third quarter C-15 Report, totaling $148,601,618, the
Department stated “the above totals do not include a large quantity of
tagged assets that have been recently identified with incomplete records
in CIS (inventory system). These appear to primarily stem from FY17
and are in the process of being completed. The total value of these
suspense items is estimated at $10 million.”

14



STATE OF ILLINOIS
DEPARTMENT OF INNOVATION AND TECHNOLOGY
COMPLIANCE EXAMINATION
For the Two Years Ended June 30, 2018

CURRENT FINDINGS - STATE COMPLIANCE (Continued)

= Fund 312 C-15 Reports did not include deletions, totaling $129,938
and transfers, totaling ($240,430).

= For Fund 304 and Fund 312 C-15 Reports, net transfers totaling
$14,872,663 were incorrectly reported as deletions and additions.

The Statewide Accounting Management System (SAMS) Manual, (Procedures
29.10.10) requires the Department’s asset records to be reconciled to the results
of the inventory and updated accordingly. Additionally, the SAMS Manual
(Procedure 29.20.10) requires transfers in and out to be recorded independently
from additions and deletions.

Property Records
Our testing of the Department’s Property Records noted:

e Building and building improvements, totaling $1,089,591 and intangible
assets, totaling $3,880,858 were not recorded in the Department’s inventory
system.

e 2,305 equipment items did not contain the purchase price and the purchase
dates in the property records. Additionally, the Department was unable to
determine the purchase price or the purchase dates.

e 6,928 equipment items purchased in months/years preceding June 30, 2018,
totaling $5,703,583 did not contain the purchase prices and the purchase
dates.

e 4965 equipment items transferred to the Department by six transferring
agencies, totaling $19,016,554 had not been recorded in the Department’s
property records.

The 1llinois Administrative Code (44 1ll. Adm. Code 5010.230) requires entries
on property records to include the purchase price and purchase date. In addition,
the Illinois Administrative Code (44 Ill. Adm. Code 5010.400) requires the
Department to adjust property records within 30 days of acquisition, change, or
deletion of equipment items. Effective May 3, 2019, the Illinois Administrative
Code was changed to allow the Department 90 days to adjust their property
records.

e The Department recorded incorrect transaction codes in their property
records for 150 and 1,652 equipment items in Fiscal Years 2017 and 2018,
respectively.  The Illinois Administrative Code (44 1ll. Adm. Code
5010.310) requires all transactions be recorded with an appropriate
transaction code. Each transaction code identifies the type of transaction

15



STATE OF ILLINOIS

DEPARTMENT OF INNOVATION AND TECHNOLOGY

COMPLIANCE EXAMINATION
For the Two Years Ended June 30, 2018

CURRENT FINDINGS - STATE COMPLIANCE (Continued)

applicable to each piece of property.

Annual Inventory
During our testing of the Department’s Fiscal Years 2017 and 2018 annual physical
inventory reports submitted to DCMS, we noted the following:

DCMS completed the Annual Property Certification for Fiscal Year 2017
due to not transferring property to the Department. See finding 2018-001 for
additional information.

For 14 of 17 (82%) missing computers, totaling $57,424, the Department
was unable to provide information whether the computers contained
confidential information.

The State Property Control Act (30 ILCS 605/4) requires the Department to be
accountable for the supervision, control and inventory of all items under its
jurisdiction and control. In addition, the Department had the responsibility to
ensure that confidential information is protected from disclosure and the
provisions in the Personal Information Protection Act (815 ILCS 530) are
followed.

The Department did not report the certification of inventory and discrepancy
report for four of 203 (2%) location codes for Fiscal Year 2018. The Illinois
Administrative Code (44 1ll. Adm. Code 5010.220) requires all equipment
with an acquisition value of $500 to be reported to DCMS by the holding
agency. Effective May 3, 2019, the Illinois Administrative Code was
changed to require all equipment with an acquisition value greater than the
nominal value and equipment that is subject to theft with a value less than
that nominal value to be reported to DCMS.

Population Completeness

We requested the Department to provide the population of its property in order to
determine if property had been properly recorded. In response to the request, the
Department provided a population; however, given the noted exceptions above we
were unable to conclude the Department’s population records were sufficiently
precise and detailed under the Professional Standards promulgated by the American
Institute of Certified Public Accountants (AT-C § 205.35).

Even given the population limitations noted above, we performed testing on a
sample of the property population.

16



STATE OF ILLINOIS

DEPARTMENT OF INNOVATION AND TECHNOLOGY

COMPLIANCE EXAMINATION
For the Two Years Ended June 30, 2018

CURRENT FINDINGS - STATE COMPLIANCE (Continued)

Detailed Testing
Property Additions:

Six of seven (86%) property additions, totaling $4,131, were recorded 17 to
293 days late. The Illinois Administrative Code (44 Ill. Adm. Code
5010.400) requires the Department to adjust their property records within 30
days of acquisition, change, or deletion of equipment items. Effective
May 3, 2019, the Illinois Administrative Code was changed to allow the
Department 90 days to adjust their property records.

Property Deletions:

For 34 of 60 (57%) property deletions, totaling $955,552, the Department
did not maintain the supporting documentation for the deletion.

12 of 60 (20%) property deletions, totaling $103,651, were assigned
improper transaction codes.

The Illinois Administrative Code (44 Ill. Adm. Code 5010.310) requires the
Department to report to DCMS, a detailed list of inventory deletions
including the transaction code, the tag number, description, purchase price,
and purchase date on a monthly basis. Documentation supporting each
deletion is to be maintained in the Department’s files.

20 of 60 (33%) property deletions, totaling $52,146, were recorded 15 to
1,337 days late. The Illinois Administrative Code (44 Ill. Adm. Code
5010.400) requires the Department to adjust their property records within 30
days of acquisition, change, or deletion of equipment items. Effective
May 3, 2019, the Illinois Administrative Code was changed to allow the
Department 90 days to adjust their property records.

35 of 60 (58%) property deletions, totaling $325,978, lacked documentation
of the approval by the DCMS’ Property Control Division. The lllinois
Administrative Code (44 1ll. Adm. Code 5010.310) requires all deletions
from property control records to be approved by DCMS’ Property Control
Division prior to completing the transaction.

35 of 60 (58%) property deletions, totaling $319,040, lacked documentation
of the signature by the receiving officer. The Department of Central
Management Services’ Property Control Procedures (Sections 4.1 and 4.8)
requires the receiving agency to sign the supporting documentation to
confirm the equipment has been received.

17



STATE OF ILLINOIS
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Physical observation
During testing, we noted:

e For 17 of 120 (14%) items, totaling $84,503, property records were not
updated to reflect the current location or transfer to DCMS as surplus. The
Illinois Administrative Code (44 Ill. Admin. Code 5010.620) requires all
agencies to regularly survey their inventories for transferable equipment and
report any such equipment on proper forms to DCMS’ Property Control
Division.

e Seven of 60 (12%) items were not recorded in the property records. The
State Property Control Act (30 ILCS 605/6.02) requires the Department to
maintain a permanent record of all items of property under his jurisdiction
and control.

e Three of 60 (5%) items, totaling $2,510, were not included on the listing
reported to DCMS. The lllinois Administrative Code (44 Ill. Adm. Code
5010.220) requires all equipment with an acquisition value of $500 or more
to be reported to DCMS by the holding agency. Effective May 3, 2019, the
Illinois Administrative Code was changed to require all equipment with an
acquisition value greater than the nominal value and equipment that is
subject to theft with a value less than that nominal value to be reported to
DCMS.

Schedule of Changes in State Property

Due to the noted exceptions above and limitations on the property population, the
accountants were unable to conclude the Department’s Schedule of Changes in State
Property on pages 86-87 was complete and appropriately reported.

The Fiscal Control and Internal Auditing Act (30 ILCS 10/3001) requires State
agencies to establish and maintain a system, or systems, of internal fiscal and
administrative controls to provide assurance that funds, property, and other assets
and resources are safeguarded against waste, loss, unauthorized use, and
misappropriation; and revenues, expenditures, and transfers of assets, resources, or
funds applicable to operations are properly recorded and accounted for to permit the
preparation of accounts and reliable financial and statistical reports and to maintain
accountability over the State’s resources.

Department management indicated the exceptions were due to transitioning to a new
agency and the lack of resources.
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Failure to maintain controls over the property and related records has resulted in the
Department’s property records, subsequent reporting to DCMS and the Office of the
State Comptroller, and the Schedule of Changes in State Property being inaccurately
reported. (Finding Code No. 2018-002)

RECOMMENDATION

We recommend the Department implement controls to ensure all property is
accounted for in accordance with the Illinois Administrative Code and the
Statewide Accounting Management System Manual. In addition, the Department
should ensure the reporting to DCMS and the Office of the State Comptroller is
accurate and reconciled to the Department’s records.

DEPARTMENT RESPONSE

Department agrees with the finding. The Department now operates under a new
set of procedures and a computer application for intake and reporting. Inaccurate
data, which was a source of the findings, have been and continue to be corrected.
The Department published an Information Security Incident Management Policy
effective October 2018, that includes guidance for handling lost or stolen
equipment as well as a procedure that supports the policy.

19



STATE OF ILLINOIS
DEPARTMENT OF INNOVATION AND TECHNOLOGY
COMPLIANCE EXAMINATION
For the Two Years Ended June 30, 2018

CURRENT FINDINGS - STATE COMPLIANCE (Continued)

2018-003.

FINDING (Failure to Comply with Office of the Comptroller Request)

The Department of Innovation and Technology (Department) failed to comply with
request for documentation from the Office of the Comptroller.

On March 10, 2017, the Office of the Comptroller requested from the Department
documentation supporting vouchers presented for payment related to the
development of the State’s Enterprise Resource Planning (ERP) system. The
correspondence stated until such time the Office of the Comptroller received the
documentation, the vouchers presented for payment would not be approved for
payment.

During our examination, we requested from the Department documentation of their
response to the Office of the Comptroller’s correspondence. However, as of
November 21, 2018, the Department had not provided the requested documentation
to the Office of the Comptroller.

As of June 30, 2018, the Office of the Comptroller was holding vouchers dating
back to November 2015, totaling $124,938,490. In addition, due to the delay in
payment of these vouchers, prompt payment interest has been accruing. As of
December 31, 2018, accrued interest was $20,658,807.

The Fiscal Control and Internal Auditing Act (30 ILCS 10/3001) states all State
agencies are to establish and maintain a system, or systems, of internal fiscal and
administrative controls to provide assurance that obligations and costs are in
compliance with applicable law.

The State Comptroller Act (15 ILCS 405/9(d)) states the Comptroller shall examine
each voucher and all other documentation required to accompany the voucher, and
shall ascertain whether the voucher and documentation meet all requirements
established by or pursuant to law. If the Comptroller determines that the voucher
and documentation do not meet applicable requirements established by or
pursuant to law, he shall refuse to draw a warrant.

The Illinois Administrative Code (Code) (74 1ll. Admin. Code 245.401) requires
state agencies to use, implement and comply with the accounting principles and
procedures promulgated by the Comptroller, whenever reporting or accounting for
any transaction involving public funds. Additionally, the Code (74 Ill. Admin.
Code 265.802) states if the Comptroller has reason to question the legality of a
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transaction, either at the time a contract is filed or at the time a voucher is
presented for payment, and if the documents routinely filed in support of such
transaction do not in his opinion adequately resolve the question, the Comptroller
may require the appropriate state agency to submit or make available such
additional documentation or information as may be necessary to assist in
determining the legality of the transaction.

The Statewide Accounting Management System (SAMS) (Procedure 17.10.10)
states the Office of the Comptroller is to conduct a pre-audit of vouchers to ensure
compliance with applicable laws, rules, and regulations. Upon notification from
the Office of the Comptroller, agencies are to provide the Office of the
Comptroller additional documentation to support the voucher presented for
payment.

Department management indicated the Department’s prior administration had
been in communication with the Office of the Comptroller. However, records
could not be located that the documentation had been provided.

Failure to comply with the Office of the Comptroller’s request has resulted in
delayed payments to the vendors and subsequent interest. (Finding Code No.
2018-003)

RECOMMENDATION

We recommend the Department work with and submit the requested
documentation to the Office of the Comptroller.

DEPARTMENT RESPONSE

Department agrees with the finding. The Department provided answers to the
Office of the Comptroller questions in early April 2019 and has subsequently
provided a detailed explanation of all work and deliverables performed by
vendors associated with the ERP project back to Fiscal Year 2016.
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2018-004.

FINDING (Held Vouchers)

The Department of Innovation and Technology (Department) did not timely submit
vouchers for payment.

During our examination, we noted the Department did not submit a majority of their
vouchers for payment until after June 30:

Fiscal Year Prior to June 30 After June 30 Total*
2017 $175,938,087 (49%) | $182,217,868 (51%) | $358,155,955
2018 $125,348,536 (39%) | $193,993,717 (61%) | $319,342,253
*The chart does not reflect the vouchers being held by the Office of the Comptroller as
noted in Finding 2018-003.

As a result of holding vouchers, the Department has accrued interest totaling
approximately $28,872,879 and $11,863,416 at June 30, 2017 and 2018,
respectively.

The Fiscal Control and Internal Auditing Act (30 ILCS 10/3001) requires all State
agencies to establish and maintain a system, or systems, of internal fiscal and
administrative controls to provide assurance that resources are utilized efficiently,
effectively, and in compliance with applicable law, and funds, property, and other
assets and resources are safeguarded against waste, loss, unauthorized use, and
misappropriation.

The Illinois Administrative Code (74 Ill. Adm. Code 900.70) requires an agency
to review a bill and either deny the bill in whole or in part and ask for more
information necessary to review the bill within 30 days after physical receipt of
the bill.

The Department management indicated the vouchers were held due to cash
management of the funds.

As a result of holding vouchers, the Department is noncompliant with the Fiscal
Control and Internal Auditing Act and the Illinois Administrative Code. In
addition, the Department has incurred unnecessary interest expense. (Finding
Code No. 2018-004)
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RECOMMENDATION

We recommend the Department review and approve or deny a bill within 30 days.
Additionally, upon approval, the Department should immediately submit the
voucher to the Office of the Comptroller for payment.

DEPARTMENT RESPONSE

Department agrees with the finding. The Department’s cash management process
has been revised to now send all invoices to the Illinois Office of the Comptroller
and, working together, to release them based upon cash availability. Department
actions caused no additional interest expense because there was not sufficient
cash available to pay them any sooner.
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2018-005.

FINDING (Lack of Review of Billing Rates)

The Department of Innovation and Technology (Department) did not review the
billing rates utilized to bill agencies for Information Technology and
telecommunication services.

During our testing of the telecommunication rates, we noted the Department had not
reviewed several of the rates since Fiscal Year 2013. In addition, the Department
adds an administrative mark up to the telecommunication rate; however, we noted
the Department did not have a methodology to determine the administrative mark

up.

Additionally, we noted the Department had not developed a methodology to
determine the monthly rate to be charged to agencies who utilize the State’s
Enterprise Resource Planning System (ERP).

The Fiscal Control and Internal Auditing Act (30 ILCS 10/3001) requires all State
agencies to establish and maintain a system, or systems, of internal fiscal and
administrative controls to provide assurance that obligations and costs are in
compliance with applicable law and revenues, expenditures, and transfers of assets,
resources, or funds applicable to operations are properly recorded and accounted for
to permit the preparation of accounts and reliable financial and statistical reports and
to maintain accountability over the State’s resources.

Department management indicated the telecommunication rates review had not been
sufficiently documented. The Department also indicated that the Governor’s Office
of Management and Budget had determined how the agencies would be charged for
the ERP usage.

As a result in not reviewing the various rates and establishing a methodology for
determining rates, the Department may be under or over charging agencies for usage
of their services. (Finding Code No. 2018-005)

RECOMMENDATION

We recommend the Department develop a methodology for determining the rates
to be charged for the usage of the ERP. Additionally, we recommend the
Department review all rates at least annually to ensure appropriateness of the
charges.
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DEPARTMENT RESPONSE

Department agrees with the finding. The Department does review
telecommunication rates on an annual basis and agrees that better supporting
evidence should be maintained to provide proof of that review. The annual
Statewide Cost Allocation Plan reports excess or deficit balances based on
services provided which then initiates collaboration with the Governor’s Office of
Management & Budget for rate realignment. The ERP rate is in the process of
being developed and implemented as the adaptation of the new system is being
expanded. In Fiscal Year 2017, ERP billings were allocated based on the voucher
volume and headcount size of the agency to fund the development costs of the
system. In Fiscal Year 2018, the development costs were shifted to a capital
appropriation for the Department and not billed to the agencies. As of the end of
the audit period (Fiscal Year 2018), the agencies that were on the system
represented approximately 13% of the voucher volume. As such, an operational
rate had not been developed and implemented.
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2018-006.

FINDING (Violation of the State Finance Act)

The Department of Innovation and Technology (Department) violated the State
Finance Act by allowing other agencies to pay telecommunication and Information
Technology vendor invoices.

During our testing of a sample of Accounts Receivable Credit Memorandums
(ARCMs), we noted 12 of 60 (20%) ARCMSs were credits to the agencies monthly
service billings, due to the agency paying a vendor invoice on behalf of the
Department. The vendor invoices were for services that benefited multiple agencies,
not just the paying agency. The total of the 12 ARCMs was $2,015,182.

Additionally, we requested the Department provide a listing of all vendor invoices
paid by agencies on behalf of the Department; however, as of the end of our
fieldwork, the Department had not provided.

The State Finance Act (Act) (30 ILCS 105/6p-1) states the money in the Technology
Management Revolving Fund shall be used by the Department of Innovation and
Technology as reimbursement for expenditures incurred in rendering information
technology and related services. Additionally, the Act (30 ILCS 105/9.04) requires
a State agency to certify on every voucher that the goods or services specified on the
voucher were for the use of this agency and that the expenditure for such goods or
services was authorized and lawfully incurred. Furthermore, the Act (30 ILCS
105/9.06) states to execute knowingly and intentionally a false certification under
Section 9.03 or 9.04 of the Act shall result in removal from office if done by an
officer, or discharge if done by an employee.

Department management indicated the agencies paid vendor invoices on their behalf
due to cash flow problems.

As a result of allowing agencies to pay vendors on behalf of the Department, the
Department is not properly accounting for its expenditures and revenue in its
financial records. (Finding Code No. 2018-006)

RECOMMENDATION

We recommend the Department comply with the State Finance Act by not allowing
other agencies to pay vendors on the Department’s behalf. In addition, the
Department should ensure each agency pays its appropriate share of the costs.
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DEPARTMENT RESPONSE

Department agrees with the finding. The Department presents the following as
clarification to the numbers of identified exceptions.

Only 3 of the 60 credits sampled (5%) were related to an agency paying an invoice
on behalf of the Department. An Intergovernmental Agreement existed with each of
the 3 instances that transferred fiscal responsibility and specified the credits that
would be given. Nine (9) of the 60 credits sampled (15%) were a result of the
funding mechanism passed by the General Assembly in which the Department of
Central Management Services was given appropriations for deposit into the State’s
revolving funds in lieu of appropriating GRF funding to individual, separate
agencies for payment of revolving fund services. Credits were granted to GRF
funded agencies as a result of these deposits made on their behalf.
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2018-007.

FINDING (Inadequate Controls over Approval of Accounts Receivable Credit
Memorandums)

The Department of Innovation and Technology (Department) did not maintain
adequate controls over the approval of Accounts Receivable Credit
Memorandums (ARCMs).

During our testing, we noted 30 of 60 (50%) ARCMs sampled, totaling
$9,958,754, did not contain documentation of review and approval of the
responsible Bureau and Accounting Division management. The purpose of the
ARCM is to initiate an offset credit entry against an existing fund receivable from
a State agency or local government unit. The Department processed billing
credits totaling $135,645,211 and $32,755,811 during Fiscal Years 2017 and
2018, respectively.

According to the Department of Central Management Services’ Fiscal Operations
Policy, the ARCM is to be reviewed and approved and contain the authorizing
signatures of responsible Bureau and Accounting Division management.

Additionally, the Fiscal Control and Internal Auditing Act (30 ILCS 10/3001)
requires agencies to establish and maintain a system, or systems, of internal fiscal
and administrative controls to provide assurance that funds, property, and other
assets are safeguarded against waste, loss, unauthorized use, and
misappropriation.

Department management indicated the forms were submitted electronically and
did not contain the documentation of review and approval.

The lack of supervisory review and approval of credit memorandums increases
the risk of unauthorized adjustments, misappropriation of assets, and fraudulent
financial reporting. (Finding Code No. 2018-007)

RECOMMENDATION

We recommend the Department strengthen internal controls to ensure all credit
memorandums are reviewed and approved prior to posting. Additionally, the
Department should ensure electronic reviews and approvals are documented.
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DEPARTMENT RESPONSE

Department agrees with the finding. As an interim solution, IT credit approval
processes have been revised that now require a ‘wet’ signature on a printed form
(replacing the electronic submission).
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2018-008.

FINDING (Inadequate Controls over Collection Efforts)

The Department of Innovation and Technology (Department) did not maintain
adequate controls over collection efforts of delinquent accounts.

Our testing of 60 delinquent accounts receivable sampled, noted 58 (97%) did not
have a record of the Department’s collection efforts. The Department generates a
Collection Letters Summary Report (Report) which documents the date the
Department sent collection letter to its customers. However, the Report was
programmed to retain only the last six months of data; therefore, we could not
determine if collections letters were sent to customers with accounts older than six
months.

The State Records Act (5 ILCS 160/9) requires the head of each agency to establish
and maintain an active, continuing program for the economical and efficient
management of the records of the agency. Such program shall provide for effective
controls over the creation, maintenance, and use of records in the conduct of current
business and shall ensure that agency electronic records, as specified in Section 5-
135 of the Electronic Commerce Security Act, are retained in a trustworthy manner
so that the records, and the information contained in the records, are accessible and
useable for reference for the duration of the retention period.

The Statewide Accounting Management System (SAMS) Manual (Procedure
26.40.10) states it is critical that agencies maintain complete records of all collection
efforts related to each past due account. Collection documentation will be required
in order to support legal action against the debtor, or to justify certification of
uncollectability.

Department management indicated the collection system utilized had been
established by the Department of Central Management Services and the Department
did not have resources to replace it.

Failure to maintain records of all collection activities could result in the

Department’s inability to pursue legal action or justify the debts’ uncollectability.
(Finding Code No. 2018-008)

30



STATE OF ILLINOIS
DEPARTMENT OF INNOVATION AND TECHNOLOGY
COMPLIANCE EXAMINATION
For the Two Years Ended June 30, 2018

CURRENT FINDINGS - STATE COMPLIANCE (Continued)

RECOMMENDATION

We recommend the Department implement a system to maintain a record of all
collection activities.

DEPARTMENT RESPONSE

Department agrees with the finding. Change over to the ERP system will improve
recording and maintenance of fiscal records.
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2018-0009.

FINDING (Inadequate Controls over VVoucher Processing)

The Department of Innovation and Technology (Department) did not have adequate
controls over voucher processing.

During testing of a sample of 466 vouchers, we noted:

338 (73%) vouchers, totaling $58,302,782 were approved from two to 421
days late.

The Hllinois Administrative Code (74 1ll. Admin. Code 900.70 (b)) requires
an agency to approve or deny, in whole or in part, a vendor’s bills within 30
days after receipt.

58 (12%) vouchers, totaling $13,851 were not supported by a purchase
requisition or purchase order.

The State Records Act (5 ILCS 160/8) requires an agency make and preserve
adequate and proper documentation of the essential transactions of the
agency designed to furnish information to protect the legal and financial
rights of the State and of persons directly affected by the agency’s activities.
Documentation for vouchers should include purchase orders or other
obligation documents documenting management’s approval to acquire a
good or service.

3 (1%) vouchers, totaling $2,780 were not approved for payment.

The Illinois Administrative Code (74 11l. Admin. Code 900.70 (a)) requires
State agencies to review in a timely manner each bill after its receipt to
determine if the bill is a proper bill.

1 (.22%) voucher was paid at the incorrect amount. The voucher was paid at
$169.56 and should have been paid at $119.56.

The Fiscal Control and Internal Auditing Act (30 ILCS 10/3001) requires an
agency to establish and maintain a system, or systems, of internal fiscal and
administrative controls to provide assurance funds, property, and other assets
and resources are safeguarded against waste, loss, unauthorized use, and
misappropriation.
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e 1(.22%) voucher, totaling $2,794 did not have the correct object code.
The Statewide Accounting Management System (SAMS) Manual
(Procedure 11.10.50) requires an agency to assign an appropriate detailed

object code on its vouchers to report more detailed expenditure information.

Department management indicated the delay in approving vouchers was caused by
cash flows difficulties and the remaining exceptions were due to human error.

Failure to establish adequate internal controls over voucher processing resulted in
noncompliance with State laws, rules and regulations. Additionally, it increases
the probability errors and other wrongdoings could occur and not be detected in a
timely manner. (Finding Code No. 2018-009)

RECOMMENDATION

We recommend the Department implement adequate controls over voucher
processing to ensure:
e the timely approval of invoice vouchers,
the expenditures are substantiated with purchasing documents,
proper approval is obtained,
the voucher is paid at the correct amount, and
the correct object code is recorded.

DEPARTMENT RESPONSE

Department agrees with the finding. Internal approvals were completed timely
with only the final accounting approval delayed until cash was available to
warrant the invoice. The Department’s cash management process has been
revised to now send all invoices to the Illinois Office of the Comptroller and,
working together, to release them based upon cash availability. The Department
has implemented the BidBuy eProcurement system and modified internal
procedures which now requires all purchases, regardless of the dollar amount
which are not tracked by other means (e.g. Remedy On Demand), to be entered
into BidBuy.
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2018-010.

FINDING (Failure to Adopt Formal Departmental Rules)

The Department of Innovation and Technology (Department) had not adopted
formal Departmental rules for the operation, administration, accounting and
reporting of the Department.

During our examination, we noted the Department had not drafted or adopted
formal rules related to accounting, property control, personnel, autos, and record
retention.

Executive Order 2016-01: Executive Order Consolidating Multiple Information
Technology Functions Into A Single Department of Innovation and Technology,
effective March 27, 2016, created the Department and stated the Department was
subject to all of the general laws applicable to the Executive Branch agencies.
Additionally, the Illinois Administrative Procedure Act (5 ILCS 100/5 et seq.)
states that each agency shall maintain and file organizational rules, including a
current description of the agency’s organization, current procedures for
information requests, and a current description of the agency’s rulemaking
procedures.

In addition, the Fiscal Control and Internal Auditing Act (30 ILCS 10/3001) requires
State agencies to establish and maintain a system, or systems, of internal fiscal and
administrative controls to provide assurance that resources are utilized efficiently,
effectively, and in compliance with applicable law.

Department management indicated during the transition to a new agency, they
utilized the Department of Central Management Services’ policies and procedures
due to the limited resources available to establish Departmental rules.

Failure to establish Departmental rules is a violation of State law. (Finding Code
No. 2018-010)

RECOMMENDATION

We recommend the Department adopt formal rules for the operation,
administration, accounting and reporting of the Department.
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DEPARTMENT RESPONSE

Department agrees with the finding. The Department will adopt formal rules and
has undertaken efforts to begin the rulemaking process.
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2018-011.

FINDING (Failure to Comply with the Fiscal Control and Internal Auditing Act)

The Department of Innovation and Technology (Department) failed to comply
with the Fiscal Control and Internal Auditing Act (Act).

During our testing of the Department’s internal auditing activities, we noted:

e Although Executive Order 2016-01, effective March 27, 2016, established
the Department, an Internal Audit Division was not established until June
1, 2017, with the hiring of a Chief Internal Auditor. For Fiscal Year 2017,
the Department of Central Management Services’ Internal Audit Division
conducted internal audit activities.

e The Department’s Fiscal Year 2018 two year internal audit plan did not
have documentation of approval by the chief executive officer of the
Department.

The Act (30 ILCS 10/2003) requires the chief executive officer of each
designated State agency ensure that the internal auditing program includes
a two-year plan, identifying audits scheduled for the pending fiscal year
and approved by the chief executive officer before the beginning of the
fiscal year. Additionally, the International Standards for the Professional
Practice of Internal Auditing (Standards) (2020 — Communication and
Approval) require the chief audit executive communicate the internal audit
activity’s plans and resource requirements, including significant interim
changes, to senior management for review and approval.

e The Department failed to develop a risk-based internal audit plan. The
Department was unable to provide information on how the two-year
internal audit plan was established.

The Standards (2010 — Planning) require the chief audit executive establish
a risk-based plan to determine the priorities of the internal audit activity,
consistent with the Department’s goals.

e Three of the five (60%) audits proposed to be performed in Fiscal Year
2018 were not completed. In addition, we noted there were no audits
relating to internal accounting and administrative controls of major
systems.
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The Act (30 ILCS 10/2003) requires the internal auditing program to
include audits of major systems of internal accounting and administrative
control conducted on a periodic basis so that all major systems are
reviewed at least once every two years. The audits must include testing of
the obligation, expenditure, receipt, and use of public funds of the State and
of funds held in trust to determine whether those activities are in
accordance with applicable laws and regulations

e During our testing of the audit documentation of internal audits completed
by the Department during Fiscal Year 2018, we noted:

o the absence of the entrance conference documentation or
communication to Department representatives that an audit would
be performed,

o findings were not supported,

o0 there was no documentation of submission and approval of the final
internal audit reports to the chief executive officer,

o0 there was no documentation of responses to findings, and

o there was no evidence of follow-up to determine if corrective
actions were initiated and implemented.

The Standards (2300 — Performing the Engagement) require the internal
auditors identify, analyze, evaluate, and document sufficient information to
achieve the engagement’s objectives. The Standards (2330 — Documenting
Information) also require internal auditors document sufficient, reliable,
relevant, and useful information to support the engagement results and
conclusion. Additionally, the Standards (2400 — Communicating Results)
require internal auditors communicate the results of the engagements to the
appropriate parties. Finally, the Standards (2500 — Monitoring Progress)
states the chief audit executive must establish and maintain a system to
monitor the disposition of results communicated to management.

e The Department submitted its Fiscal Year 2017 Fiscal Control and Internal
Auditing Act certification (FCIAA certification) to the Office of the
Auditor General two days late. In addition, the Department submitted its
Fiscal Year 2018 FCIAA certification and indicated that their systems of
internal fiscal and administrative controls comply with the requirements of
the Act even though they had not completed their evaluation of the
Department’s purchasing, contracting, and leasing internal fiscal and
administrative controls.
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The Act (30 ILCS 10/3003) requires the chief executive officer of each
State agency to prepare and transmit to the Auditor General by May 1 of
each year a certification, on the basis of an evaluation conducted in
accordance with guidelines established by the Act, that the systems of
internal fiscal and administrative controls of the State agency fully or do
not fully comply with the requirements of the Act. If the systems do not
fully comply with the requirements of the Act, the certification shall
include a report describing any material weaknesses and the plans and
schedule for correcting the weaknesses, or a statement of the reasons why
the weaknesses cannot be corrected.

Department management indicated the delay in hiring a Chief Internal Auditor
and associated staff contributed to the exceptions.

Failure to ensure audits are conducted and documented appropriately is a
violation of the Fiscal Control and Internal Auditing Act and the International
Standards for the Professional Practice of Internal Auditing. Additionally, failure
to ensure FCIAA certifications are timely submitted and properly supported is a
violation of the Act. (Finding Code No. 2018-011)

RECOMMENDATION

We recommend the Department ensure:
e risk-based internal audit plans are approved,
e planned audits are completed,
e audits of major systems of internal accounting and administrative controls
are performed at least once every two years, and
e FCIAA certifications are timely submitted and properly supported to
comply with the Act.

We also recommend the Department ensure internal audit documentation contain
sufficient, reliable, relevant, and useful information to support the engagement
results and conclusion, and results are appropriately communicated and monitored
to comply with the International Standards for the Professional Practice of
Internal Auditing.
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DEPARTMENT RESPONSE

Department agrees with the finding. The FY 20-21 audit plan, currently being
developed, is risk based. As internal auditing positions are filled, resources will
be available capable of conducting required control reviews. For the 11 months
from July 1, 2016 through May 31, 2017, the Department’s Chief Internal Auditor
position remained vacant.
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2018-012.

FINDING (Inadequate Controls over Project Management of the Enterprise
Resource Planning System)

The Department of Innovation and Technology (Department) did not establish
adequate controls to ensure project management over the State’s Enterprise
Resource Planning System (ERP).

The Department embarked on the ERP project in order to deliver a modern,
integrated 1T platform across finance, human capital management and
procurement for all State agencies, with the first set of agencies transitioning to
the ERP in October 2016.

Costs
As part of the examination, we requested the initial approved budgeted cost for
the ERP project; however, the Department was unable to provide this
documentation. The Department did, however, provide the Fiscal Year 2017
Capital Budget Overview, which stated the ERP was estimated to cost $250
million over five to six years. For Fiscal Years 2015 through 2021, the
Department’s actual and projected expenditures totalled $399,069,500.
Specifically:

e FY2015 through FY 2018 actual expenditures were $149,328,900, and

e FY2019 through FY2021 projected expenditures were $249,740,600.

Change Management
Our review of the ERP Change Management Policy and Procedures (Policy)
noted it did not depict the current change environment. Specifically, we noted the
Policy did not document:
e the type of changes and the process they were to follow,
e the information the Project Management Office and/or the Change
Request Lead were to review and approve,
e who was to review and approve the change request requirements and
resource estimates, and
e who was to approve the movement of the change request to the various
environments.

In addition, we noted the approvals were not always maintained in the change
tracking system as required by the Policy, but rather in a secondary repository.
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We selected a sample of 15 change requests to determine if they complied with
the requirements that were documented in the Policy, noting change requests were
not always properly completed, tested, approved, or documented.

Processes

We selected a sample of 13 transaction processes to ensure they were functioning
properly, and noted the ERP allowed for duplicate asset tag numbers. During
testing, auditors were able to enter the same property tag number into the Asset
management module.

The Fiscal Control and Internal Auditing Act (30 ILCS 10/3001) requires all State
agencies to establish and maintain a system, or systems, of internal fiscal and
administrative controls to provide assurance that funds, property, and other assets
and resources are safeguarded against waste, loss, unauthorized use and
misappropriation.

Generally accepted information technology guidance endorses the implementation
of a process to ensure computer system development activities meet management’s
objectives. A defined process increases the likelihood of effective and efficient use
of resources resulting in computer systems that meet expectations. Additionally,
generally accepted information technology guidance endorses the implementation
of suitable change management procedures to control changes to computer
systems.  Effective change management procedures reduce the risk of
unauthorized, improper, or erroneous changes to computer systems.

Department management indicated the exceptions were due to staff turnover, lack
of resources and the learning process of a major new application.

Lack of controls over project management may expose the State to excessive
expenditures, over-reliance on contractors, and a system that does not meet the
needs of the State. Additionally, inadequate controls over changes may result in
unauthorized changes and accidental or intentional destruction or alteration of
data. (Finding Code No. 2018-012)

RECOMMENDATION

We recommend the Department establish controls to ensure project management
over the State’s ERP. Additionally, the Department should ensure the ERP does not
allow duplicate asset tag numbers.
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The Department should also review the ERP Change Management Policy and
Procedures and ensure it depicts the current change environment and actual
practices. Specifically, the Department should ensure the Policy addresses:
e the type of changes and the process they are to follow,
e the information the Project Management Office and/or the Change
Request Lead are to review,
e who is to review the change request requirements and resource estimates,
and

e who is to approve the movement of the change request to the quality
environments.

The Department should also ensure all change requests document the requirements
of the ERP Change Management Policy and Procedures.

DEPARTMENT RESPONSE

Department agrees with the finding. A new module that has been launched within
the ERP system will now alleviate the problem of duplicate asset tag numbers. The
Department will review and update Change Management policies and procedures as
necessary to ensure they are comprehensive and reflect current practices.
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2018-013.

FINDING (Failure to Timely Approve or Submit Overtime Requests)

The Department of Innovation and Technology (Department) failed to timely
approve or submit overtime requests.

The Department paid $4,161,746 for approximately 69,560 hours of overtime during
Fiscal Years 2017 and 2018. Based on our testing of a sample of employee overtime
pre-approval requests and time report details, we noted:

e For 31 of 60 (52%) employees, the overtime pre-approval requests totaling
326 hours were not pre-approved by the supervisors. These requests were
approved one to 17 days after the overtime had been worked.

e 27 of 60 (45%) employees did not submit overtime pre-approval requests in
advance of the time to be worked. These requests were submitted one to 17
days after the overtime was worked.

According to the Department of Central Management Services’ Policy Manual,
Chapter 2, Section 6, employees must complete overtime request in advance and the
employee’s immediate supervisor must review and approve the employee’s request
in advance of the time to be worked. Additionally, the Fiscal Control and Internal
Auditing Act (30 ILCS 10/3001) requires the Department to establish and maintain a
system, or systems, of internal fiscal and administrative controls to ensure resources
are utilized efficiently and effectively.

Department management indicated the operational requirements and lack of
workforce resources caused the exceptions noted.

Failure to ensure pre-approval overtime requests are timely submitted and properly
approved in advance undermines accountability controls and may result in
unnecessary expenditures. (Finding Code No. 2018-013)

RECOMMENDATION

We recommend the Department ensure overtime pre-approval requests are timely
submitted and properly approved in advance.
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DEPARTMENT RESPONSE

Department agrees with the finding. The Department has converted to eTime as the
recognized employee timekeeping system. This system will make overtime pre-
approvals more timely. Also, the Department is in the process of adopting its own
Policy Manual, where the issue of emergency overtime will be addressed.
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2018-014.

FINDING (Failure to Control and Monitor Software Licensing)

The Department of Innovation and Technology (Department) did not have controls
in place to control, track, and monitor end-user software use.

The Department had not developed procedures for controlling, monitoring, and
tracking the use of software licenses. In addition, the Department could not provide
an inventory of software licenses purchased and the number of software licenses that
was actually deployed. As a result, we were unable to determine if the Department
was incompliance with contractual licensing agreements.

The Fiscal Control and Internal Auditing Act (30 ILCS 10/3001) requires all State
agencies to establish and maintain a system, or systems, of internal fiscal and
administrative controls to provide assurance that funds, property, and other assets
and resources are safeguarded against waste, loss, unauthorized used and
misappropriation.

Department management indicated an inventory of software licenses was not
maintained and procedures for monitoring and tracking software licenses were not
formalized in writing due to the lack of resources.

Failure to track, control, and monitor software license usage leaves the Department,
and user agencies exposed to possibility of additional costs, including fees, penalties
and litigation and possibility of the termination of software usage. (Finding Code
No. 2018-014)

RECOMMENDATION

We recommend the Department develop and implement procedures to control,
monitor, and track software licenses. Additionally, the Department should develop a
mechanism to track the software licenses purchased and utilized. Furthermore, the
Department should at least annually reconcile their software license inventory to
vendor software inventory to ensure software is deployed in accordance with the
terms of procurement.
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DEPARTMENT RESPONSE

Department agrees with the finding. The Department is in the process of developing
enterprise software license management procedures, staffing dedicated positions to
support software license management, and purchasing a tool to assist with
identifying services running on Department servers.

46



STATE OF ILLINOIS
DEPARTMENT OF INNOVATION AND TECHNOLOGY
COMPLIANCE EXAMINATION
For the Two Years Ended June 30, 2018

CURRENT FINDINGS - STATE COMPLIANCE (Continued)

2018-015.

FINDING (Emergency Purchases Weaknesses)

The Department of Innovation and Technology (Department) was unable to provide
documentation demonstrating the actual cost of emergency purchases.

Population

As part of our testing, we requested the Department provide a population of
emergency purchases in order to determine if the Department complied with the
requirements of the Illinois Procurement Code. In response to our request, the
Department provided a listing of emergency purchases. However, our reconciliation
of the Department’s listing with the Illinois Office of the Comptroller’s Agency
Contract Report (SC14), noted emergency purchases listed on the SC14 and not in
the Department’s population and vice versa.

Due to these conditions, we were unable to conclude the Department’s population of
emergency purchases were sufficiently precise and detailed under the Attestation
Standards promulgated by the American Institute of Certified Public Accountants
(AT-C § 205.35). Even given the population limitations noted above, we
performed testing on a sample of emergency purchases.

Testing
Our testing noted two of six (33%) emergency purchase contracts had no
documentation of the actual cost statements published in the Illinois Procurement
Bulletin.

The Illinois Procurement Code (30 ILCS 500/20-30(b)) requires the purchasing
agency to publish in the Illinois Procurement Bulletin the total cost of each
emergency procurement made during the previous month. When the actual total cost
is determined, it shall be published before the 10" day of the next succeeding month.

Additionally, the Fiscal Control and Internal Auditing Act (30 ILCS 10/3001)
requires State agencies to maintain a system, or systems, of internal fiscal and
administrative controls to provide assurance resources are utilized efficiently,
effectively, and in compliance with applicable law.

Department management indicated the failure in publishing the actual cost
statements in the Illinois Procurement Bulletin was overlooked due to the transition
of procurement responsibilities from the Department of Central Management
Services to the Department.

47



STATE OF ILLINOIS
DEPARTMENT OF INNOVATION AND TECHNOLOGY
COMPLIANCE EXAMINATION
For the Two Years Ended June 30, 2018

CURRENT FINDINGS - STATE COMPLIANCE (Continued)

Failure to maintain accurate records and publish the costs incurred for emergency
purchases is noncompliance with State law. (Finding Code No. 2018-015)

RECOMMENDATION

We recommend the Department ensure compliance with the requirements of the
Procurement Code and maintain an accurate and complete listing of emergency
purchases.

DEPARTMENT RESPONSE

Department agrees with the finding. The Department will develop specific
procedures to help ensure that the Procurement Code is followed and actual cost
statements are published to the Illinois Procurement Bulletin within the established
time frames.
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2018-016.

FINDING (Inadequate Security and Control over Midrange Environment)

The Department of Innovation and Technology had not implemented adequate
security and controls over the midrange environment.

The Department provides information technology services to over 100 agencies
and is the primary provider for over 35 agencies. As a result, the Department has
the responsibility to implement effective computer security controls to safeguard
internal and user agency data.

Population

We requested the Department provide a population of servers utilized in order to
determine the controls over the servers. In response, the Department provided a
population; however, during our testing we noted additional servers and servers
which were no longer utilized. Due to these conditions, we were unable to
conclude the Department’s population records were complete and accurate under
the Professional Standards promulgated by the American Institute of Certified
Public Accountants (AT-C § 205.35).

Even given the population limitations noted above, we performed testing on the
population of servers identified.

Testing

During our testing, we noted:
e Servers running unsupported operating systems or service pack versions;
e Servers without anti-virus software; and
e Outdated anti-virus software definition files.

The Fiscal Control and Internal Auditing Act (30 ILCS 10/3001) requires all State
agencies to establish and maintain a system, or systems, of internal fiscal and
administrative controls to provide assurance that funds, property, and other assets
and resources are safeguarded against waste, loss, unauthorized use and
misappropriation. In addition, generally accepted information technology guidance
endorses the development of well-designed and well-managed controls to protect
computer systems and data.

Department management indicated the noted weaknesses were due to the lack of
resources.
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Failure to implement security and control over the midrange environment increases
the risk of unauthorized access and heightened the vulnerability to existing or
emerging threats. (Finding Code No. 2018-016)

RECOMMENDATION

The Department should ensure complete, accurate, and detailed records are available
to substantiate its midrange environment. Additionally, we recommend th