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AN ACT in relation to the disclosure of persona

i nf ormati on.

Be it enacted by the People of the State of |Illinois,

represented in the General Assenbly:

Section 1. Short title. This Act may be cited as the

Di scl osure of Personal Infornmation Act.

Section 5. Definitions. For the purpose of this Act:

"Departnment” means t he Depart ment of Fi nanci al
I nstitutions.

"Financial institution" neans any bank subject to the
II'linois Banking Act, including a branch of an out-of-state
bank as defined in Section 2 of the Illinois Banking Act, any
savi ngs bank subject to the Savings Bank Act, any savi ngs and
| oan association subject to the Illinois Savings and Loan Act
of 1985, any credit wunion subject to the Illinois Credit
Uni on Act, and any federal chartered commerci al bank, savings
bank, or savings and | oan association organized and operated
inthis State under the laws of the United States.

" Per sonal information"™ neans personally identifiable
information provided by a consuner to a financial institution
in connection with any transaction with a consuner involving
any financial product or any financial service or otherw se
obtained by the financial institution.

"Unrel ated use", when used with respect to information
collected by a financial institution in connection with any
transaction with a consuner in any financial product or any
financial service, nmeans any use other than a use that is
necessary to effect, adm nister, or enforce such transaction.

"Affiliate" neans any conpany t hat control s, IS

controlled by, or is wunder comon control wth another

conpany.
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"Nonaffiliated third party" neans any entity that is not
an affiliate of, related by comobn ownership to, or
affiliated by corporate control with a financial institution,
but does not include a joint enployee of such institution.

"Consuner” nmeans an individual who obtains from a
financial institution any financial products or services that
are to be used primarily for personal, famly, or household
pur poses and al so includes the | egal representative of such

an i ndi vi dual .

Section 10. ol i gations with respect to personal
i nformation.

(a) Except as otherwise provided in this Act , a
financial institution my not, directly or through any
affiliate, disclose or make an unrel ated use of any personal
information collected by the financial institution in
connection wth any transaction wth a consunmer in any
financial product or any financial service.

(b) (1) A financial institution nmay not nmake avail able
any personal information to any affiliate or other person
that is not an enpl oyee or agent of the institution, unless
the consunmer to whomthe information pertains:

(A has affirmatively consent ed to t he
transfer of such information; and
(B) has not withdrawn the consent.

(2) A financial institution shall not deny any
consuner a financial product or a financial service for
the refusal by the consuner to grant the consent required
by paragraph (1) of this subsection (b).

(c) Each financial institution that nmaintains a system
of records for personal information shall:

(1) upon request by any individual to gain access
to his or her record or to any information pertaining to

himor her that is contained in the system permt himor
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her, upon his or her request, a person of his or her own
choosing to acconpany himor her, to review the record
and have a copy made of all or any portion thereof in a
form conprehensible to him or her, except that the
financial institution my require the individual to
furnish a witten statenent authorizing discussion of
that individual's record in the acconpanying person's
presence;
(2) permt the individual to request anmendnent of a
record pertaining to himor her and:
(A) not | ater t han 10 days (excl uding
Sat urdays, Sundays, and | egal public holidays) after
the date of receipt of such request, acknow edge in
witing receipt of the request; and
(B) pronmptly, either (i) nmake any correction
of any portion thereof that the individual believes
is not accurate, relevant, tinely, or conplete; or
(ti) informthe individual of its refusal to anend
the record in accordance with his or her request,
the reason for t he ref usal, t he pr ocedur es
established by the financial institution for the
i ndividual to request a review of that refusal by
the head of the financial institution or an officer
desi gnated by the head of the financial institution,
and the nanme and busi ness address of that officer;
(3) permt an individual who disagrees wth the
refusal of the financial institution to anend his or her
record to request a review of such refusal and, not |ater
than 30 days (excluding Saturdays, Sundays, and | egal
public holidays) from the date on which the individual
requests such review, conplete such review and nmake a
final determnation unless, for good cause shown, the
head of the financial institution extends such 30-day

period; and if, after his or her review, the review ng
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officer also refuses to anend the record in accordance
with the request, permt the individual to file with the
financial institution a concise statenent setting forth
the reasons for his or her disagreenent with the refusal
of the financial institution and notify the individual of
the provisions for judicial review of the review ng
officer's determnation under subsection (d) of Section

20; and

(4) in any disclosure containing information about
whi ch t he i ndi vi dual has filed a statenent of

di sagreenent occurring after the filing of the statenent

under paragraph (3) of this subsection, clearly note any

portion of the record that is disputed and provi de copies
of the statenent and, if the financial institution deens
it appropriate, <copies of a concise statenment of the
reasons of the financial institution for not making the
anendnents requested, to persons or other agencies to
whom t he di sputed record has been disclosed. Nothing in
this subsection (c) shall allow an individual access to

any information conpiled in reasonable anticipation of a

civil action or proceeding.

(d) A financial institution shall not disclose any
personal information to any affiliate or any nonaffiliated
third party for use in telemarketing, direct mail rmarketing,
or ot her mar ket i ng through electronic mil or other
el ectronic neans to the consuner.

(e) Except as otherwise provided in this Act, an
affiliate or a nonaffiliated third party that receives froma
financial institution personal information under this Section
10 shall not, directly or through an affiliate of such
receiving third party, disclose such information to any ot her
person that is an affiliate or a nonaffiliated third party of
both the financial institution and such receiving third

party, unless such disclosure would be lawful if nade
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directly to such other person by the financial institution.

(f) Subsections (a) and (b) of this Section 10 shall not

prohi bit the disclosure of personal information:

(1) as necessary to effect, admnister, or enforce
a transaction requested or authorized by the consuner, or
in connection wth;

(A) servicing or pr ocessi ng a financi al

product or service requested or authorized by a

consuner;

(B) mintaining or servicing a consuner's
account with the financial institution; or

(O a pr oposed or actual securitization,
secondary market sale (including sales of servicing

rights), or simlar transaction related to a

transaction of a consuner;

(2) wth the consent or at the direction of the
consuner;

(3) to protect the confidentiality or security of
the financial institution's records pertaining to the
consuner, the service or product, or the transaction
t herei n;

(4) to protect against or prevent act ual or
potential fraud, wunauthorized transactions, clains, or
other liability;

(5) for required institutional risk control, or for
resol vi ng consuner disputes or inquiries;

(6) to persons holding a Ilegal or benefi ci al
interest relating to the consuner;

(7) to persons acting in a fiduciary or
representative capacity on behalf of the consuner;

(8) to provi de information to insurance rate
advi sory organi zations, guaranty funds or agenci es,
applicable rating agencies of the financial institution,

and the institution's att orneys, account ant s, and
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audi tor s;

(9) to t he ext ent specifically permtted or
requi red under other provisions of law and in accordance
with the R ght to Financial Privacy Act of 1978, to | aw
enforcenent agencies (including a Federal functional
regul ator, the Secretary of the Treasury with respect to
subchapter 11 of chapter 53 of title 31, United States
Code, and chapter 2 of title I of Public Law 91-508 (12
US C 1951-1959), a State insurance authority, or the
Federal Trade Comm ssion), self-regulatory organizations,
or for an investigation on a matter related to public
saf ety;

(10) to a consuner reporting agency in accordance
with the Fair Credit Reporting Act,

(11) froma consuner report reported by a consuner
reporting agency in accordance with the Fair Credit
Reporting Act;

(12) in connection with a proposed or actual sale,
merger, transfer, or exchange of all or a portion of a
busi ness or operating unit if the disclosure of personal
i nformati on concerns solely consuners of such business or
unit; or

(13) to conply wth federal, State, or |ocal |aws,
rules, and other applicable |legal requirenents; to conply
with a properly authorized civil, crimnal, or regulatory
i nvestigation or subpoena or summons by federal, State,
or local authorities; or to respond to judicial process
or governnment regulatory authorities having jurisdiction
over t he fi nanci al institution for exam nati on,

conpliance, or other purposes as authorized by | aw.

Section 15. Notice concerning disclosing information.

(a) Al financial institutions, through the use of a

formthat conplies with subsection (b) of this Section 15,
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must clearly and conspicuously disclose to the consuner at
the tinme of establishing a custoner relationship with a
consuner and not |ess than annually during the continuation
of such rel ationshi p:

(1) the categories of personal information that are
collected by the financial institution;

(2) the practices and policies of the financial
institution with respect to disclosing personal information
or making unrel ated uses of such information, including:

(A the categories of per sons to whom the
information is or may be disclosed or who my be
permtted to make unrelated wuses of such information,
other than the persons to whomthe information nust be
provided to effect, admnister, or enforce a transaction;
and

(B) the practices and policies of the institution
wth respect to disclosing or nmaking unrel ated uses of
personal information of persons who have ceased to be
consuners of the financial institution;

(3) the policies that the institution mintains to
pr ot ect t he confidentiality and security of personal
i nformation;

(4) the practices and policies of the institution wth
respect to providing consuners the opportunity to exam ne and
di spute information pursuant to subsection (c) of Section 10;
and

(5 the right of +the consuner wunder Section 10 to
exam ne, upon request, the personal information, to dispute
the accuracy of any of such information, and to present
evi dence t hereon.

(b) Financial institutions nust provide consuners with a
cl ear and conspi cuous disclosure that permts themto conpare
differences in the neasures that the financial institution

takes and the policies that the institution has established
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to protect the consuner's privacy as conpared to the neasures
taken and the policies established by other financi al
institutions. The disclosure shall specifically identify the
rights the institution affords consuners to grant or deny
consent to (i) the disclosing of personal information for any
pur pose ot her t han as required in order to effect,
adm ni ster, or enforce the consuner's transaction, or (ii)

t he maki ng of an unrel ated use of such information.

Section 20. Enforcenent.

(a) This Act shall be enforced by the Departnent and the
Attorney General wth respect to financial institutions and
ot her persons subject to their jurisdiction under applicable
I aw.

(b) In addition to such other renedies as are provided
under State law, if the Departnment or the Attorney GCeneral
has reason to believe that any person has violated or is
violating this Act, the State:

(1) may bring an action to enjoin such violation in
any court of conpetent jurisdiction; and

(2) may bring an action on behalf of the residents
of this State to enforce conpliance with this Act, to
obtai n damages, restitution, or other conpensation on
behalf of residents of this State, or to obtain such
further and other relief as the court may deem
appropri ate.

(c) For purposes of bringing any action wunder this
Section 20, no provision of this Section shall be construed
as preventing the Director of Financial Institutions or the
Attorney Ceneral from exercising the powers conferred to them
by the laws of this State to conduct investigations or to
adm nister oaths or affirmations or to conpel the attendance
of witnesses or the production of docunentary and other

evi dence.
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(dy If afinancial institution fails to conply with any

provision of this Act in such a way as to have an adverse

effect on an individual, the individual may bring a civil
action against the financial institution in any court of
conpetent jurisdiction. In any suit brought pursuant to this

subsection (d), the court may order the financial institution
to take such action as is necessary to renedy violations of
this Act, including but not limted to:

(1) anmending the individual's record in accordance
with his or her request or in such other way as the court
may direct;

(2) enjoining t he financi al institution from
wi thholding the conplainant's records and order the
production to t he conpl ai nant of any fi nanci al
institution records inproperly w thheld from himor her,
in which case the court may exam ne the contents of any
financial institution records in canera to determne
whether the records or any portion thereof may be
wi t hhel d; and

(3) enjoining the fi nanci al institution from
transferring to any affiliate or nonaffiliated third
party financial information.

(e) In any suit brought pursuant to subsection (d) of
this Section in which the court determ nes that the financi al
institution violated this Act, the financial institution
shall be liable to the individual in an amount equal to the
sum of :

(1) actual damages sustained by the individual as a
result of the refusal or failure, but in no case shall a
person entitled to recovery receive |less than the sum of
$1, 000; and

(2) reasonable attorney fees and other litigation
costs reasonably incurred in any case brought under this

Secti on 20 related to those <clains on which the
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conpl ai nant has substantially prevail ed.

(f) An action to enforce any liability created under
this Section my be brought in any court of conpetent
jurisdiction, without regard to the anount in controversy,
within 2 years from the date on which the cause of action
arises, except that where a financial institution has
materially and wllfully msrepresented any information
required to be disclosed to an individual under this Section
and t he information so msrepresented is nmaterial to
establishment of the liability of the financial institution
to the individual wunder this Section, the action may be
brought at any tinme within 2 years after discovery by the
i ndi vi dual of the m srepresentation.

(g) For the purposes of this Section, the parent of any
m nor or the | egal guardian of any individual who has been
decl ared to be inconpetent due to physical or nental
i ncapacity or age by a court of conpetent jurisdiction may
act on behalf of the individual.

(h) The terms wused in subsection (a) that are not
defined in this Act or otherwi se defined in section 3(s) of
the Federal Deposit Insurance Act shall have the neaning
given to themin section 1(b) of the International Banking

Act of 1978.

Section 25. Effect on Fair Credit Reporting Act. Nothing
inthis Act shall be construed to nodify, limt, or supersede
the operation of the Fair Credit Reporting Act and no
i nference shall be drawn on the basis of the provisions of
this Act regarding whether information is transaction or
experience information under section 603 of the Fair Credit

Reporting Act.

Section 30. Relation to other State laws. This Act shal

not be construed as superseding, altering, or affecting any
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statutes, rules, orders, or interpretations in effect in this
State, except to the extent that such statutes, rules,
orders, or interpretations are inconsistent wth the
provisions of this Act and then only to the extent of the

I nconsi st ency.

Section 35. Personal information that is necessary to
effect or adm nister a transaction. The disclosing or use of
personal information shall be treated as necessary to effect
or admnister a transaction with a consuner if the discl osing
or use:

(1) is required or is a wusual, appropriate, or
acceptable nethod to carry out the transaction or the product
or service business of which the transactionis a part and
record, service or mintain the consuner's account in the
ordinary course of providing the financial service or a
financial product or to admnister or service benefits or
clainms relating to the transaction or the product or service
busi ness of which it is a part, and incl udes:

(A) providing the consuner or the consuner's agent
or broker with a confirmation, statenent, or other record
of the transaction or information on the status or val ue
of the financial service or financial product; and

(B) the accrual or recognition of incentives or
bonuses associated with the transaction that are provided
by the financial institution or any other party;

(2) is required or is one of the lawful or appropriate
met hods to enforce the rights of the financial institution or
of other persons engaged in carrying out the financial
transaction or providing the product or service;

(3) is required or is a usual , appropri at e, or
accept abl e met hod for i nsurance underwiting at the
consuner's request or for reinsurance purposes, or for any of

the followng purposes as they relate to a consunmer's
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i nsurance: account adm nistration, reporting, investigating,
or preventing fraud or material m srepresentation, processing
prem um paynents, processing insurance clainms, adm nistering
i nsurance benefits (including utilization review activities),
participating in research projects, or as otherwi se required
or specifically permtted by federal or State |aw, or

(4) the di scl osure IS required or is a wusual,
appropriate, or acceptable nethod in connection wth:

(A the aut hori zati on, settl enent, billing,
processi ng, cl earing, transferring, reconciling, or
coll ection of anmounts charged, debited, or otherw se paid
using a debit, credit, or other paynent card, check, or
account nunber, or by other paynent neans;

(B) the transfer of receivables, accounts, or
interests therein; or

(© the audit of debit, credit, or other paynent

i nf ormati on.
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