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AN ACT concerning security on State conputers.

Be it enacted by the People of the State of Illinois,

represented in the General Assenbly:

Section 1. Short title. This Act may be cited as the

Data Security on State Conputers Act.

Section 5. Findings. The CGeneral Assenbly finds that:

(a) The Massachusetts Institute of Technology, in a
recent study, discovered that many conpanies and individuals
are regularly selling or donating conputer hard drives with
sensitive information still on them such as credit card
nunbers, bank and nedical records, and personal e-mail.

(b) Illinois currently has no |law addressing data
security and renoval of data from surplus St at e- owned
conputers that are to be (i) disposed of by sale, donation
or transfer or (ii) relinquished to a successor executive
adm ni strati on.

(c) In order to ensure the protection of sensitive
information relating to the State and its «citizens, it 1is
necessary to inplenment policies to (i) overwite all hard
drives of surplus State-owned electronic data processing
equi pnent that are to be sold, donated, or transferred and
(1i) preserve the data on State-owned electronic dat a
pr ocessi ng equi prent that is to be relinquished to a
successor executive admnistration for the continuity of

gover nnment functi ons.

Section 10. Purpose. The purpose of this Act is to (i)
require the Departnent of Central Mnagenent Services or any
ot her authorized agency that disposes of surplus electronic
data processing equi pnent by sale, donation, or transfer to

inplenment a policy mandating that conputer hardware be
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cleared of all data and software before disposal by sale,
donation, or transfer and (ii) require the head of each
Agency to establish a system for +the protection and
preservation of State data on State-owned electronic data
processi ng equi pnment necessary for the <continuity of
government functions upon relinqui shnent of the equipment to

a successor executive adm ni stration.

Section 15. Definitions. As used in this Act:

"Agency" neans all parts, boards, and conm ssions of the
executive branch of State governnent, including, but not
limted to, State colleges and wuniversities and their
governi ng boards and all departnents established by the G vil
Adm ni strative Code of Illinois.

"Di sposal by sale, donation, or transfer” includes, but
is not limted to, the sale, donation, or transfer of surplus
electronic data processing equipnent to other agencies,
school s, individuals, and not-for-profit agencies.

"Electronic data processing equipnent” includes, but is
not limted to, conputer (CPU) nmainframes, and any form of
magneti ¢ storage nedi a.

"Aut hori zed agency" neans an agency authorized by the
Departnent of Central Managenent Services to sell or transfer
el ectroni c data processing equi pnent under Sections 5010.1210
and 5010. 1220 of Title 44 of the Illinois Admnistrative
Code.

"Departnent” neans the Departnent of Central Managenent
Servi ces.

"Overwrite" neans the replacenent of previously stored
information with a pre-determned pattern of neaningless

i nf ormati on.

Section 20. Establishnment and inplenentation. The Data

Security on State Conputers Act is established to protect
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sensitive data stored on St at e- owned el ectronic dat a
processi ng equi pnent to be (i) disposed of by sale, donation,
or transfer or (ii) relinquished to a successor executive
admnistration. This Act shall be admnistered by t he
Department or an authorized agency. The Departnent or an
aut hori zed agency shall inplenent a policy to mandate that
al | hard drives of surplus electronic data processing
equi pnent be cleared of all data and software before being
prepared for sale, donation, or transfer by (i) overwiting
the previously stored data on a drive or a disk at |east 10
times and (ii) certifying in witing that the overwiting
process has been conpleted by providing the foll ow ng
information: (1) the serial nunber of the conmputer or other
surplus electronic data processing equi pnent; (2) the nanme of
the overwiting software used; and (3) the nanme, date, and
signature of the person performng the overwiting process.
The head of each State agency shall establish a system for
the protection and preservation of State data on State-owned
electronic data processing equipnent necessary for t he
continuity of government functions upon it being relinquished

to a successor executive adm ni stration.

Section 99. Effective date. This Act takes effect upon

becom ng | aw.
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