[bookmark: _GoBack]
Section 100.70  Certification Authorities 

Certification authorities certified by the Secretary shall: 

a)	inform each subscriber of its agreement to be bound by the CPS and CP before obtaining a CA certificate; 

b)	provide each subscriber with a copy of the CPS and CP, or the Universal Resource Locator where the CPS and CP can be obtained; 

c)	include warranty disclaimers, liability limitations and indemnification provisions in their CPS or CP; 

d)	inform each subscriber as to changes made to the CPS or CP on a timely basis; 

e)	inform each subscriber as to its responsibility to maintain the confidentiality of its private key; and 

f)	inform each subscriber as to the applicant's responsibility to maintain a private key and utilize a trustworthy system. 

(Source:  Amended at 31 Ill. Reg. 7284, effective May 7, 2007)
